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A RF spoofing attack deceives the

target receiver with a counterfeit

ensemble of the GNSS signal

• More malicious than jamming: the false signals take control of the target

receiver and the victim is fooled without any notice;

• Attacks can be very effective depending on the quality of the generated

signal

GNSS satellites

real signals

Receiver (victim)

Spoofer (attacker)

false signals

GPS-X-02007-D 

©Ublox
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available @: http://gpsworld.com/spoofing-in-the-black-sea-what-really-

happened/?utm_source=gps_defense&utm_medium=email&utm_campaign=gps_defense_10112017&eid=397565451&bid=1

892311

Between June 22-24, more than 20 
vessels in the Black Sea reported 

anomalies with their GPS position, and 
found themselves apparently located at 

an airport.

http://gpsworld.com/spoofing-in-the-black-sea-what-really-happened/?utm_source=gps_defense&utm_medium=email&utm_campaign=gps_defense_10112017&eid=397565451&bid=1892311
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A receiver searches for a satellite over a two-dimensional surface (Doppler frequencies 
and code offsets) to find a correlation peak

• A spoofer fools the victim receiver, 

trying to recreate a secondary peak.

• The receiver will begin to track the 

spoofed signal and the spoofer can 

begin to manipulate reality by slowly 

modifying the properties of the signal.

[1] M. Jones, “Spoofing in the Black Sea: What really happened?”, GPS World, October 2017
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[2]  Humphreys T., Ledvina B. M., Psiaki M. L., O’Hanlon B. W., Kintner P. M., “Assessing the Spoofing Threat: Development of a 

Portable GPS Civilian Spoofer,” in Proc. of the 21st International Technical Meeting of the Satellite Division of The Institute of 

Navigation (ION GNSS 2008), Savannah, GA, September 2008, pp. 2314-2325. 

[3] Ledvina B. M., Bencze W. J., Galusha B., Miller I., “An In-Line Anti-Spoofing Device for Legacy Civil GPS Receivers,” in Proc. of 

the 2010 International Technical Meeting of The Institute of Navigation, San Diego, CA, January 2010, pp. 698-712. 

[4] D. Margaria, B. Motella, M. Anghileri, J. J. Floch, I. Fernandez-Hernandez and M. Paonni, "Signal Structure-Based 

Authentication for Civil GNSSs: Recent Solutions and Perspectives,"in IEEE Signal Processing Magazine, vol. 34, no. 5, pp. 27-37, 

Sept. 2017. doi: 10.1109/MSP.2017.2715898

Meaconing

Record & 
Replay

In-Lab Tests
GATEMAN
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Initial phase The spoofing 

signal is active, but still ‘far’ 

from the true correlation peak

Approaching phase The 

counterfeit peak approaches the 

true one. 

Overlapping phase The 

counterfeit signal distorts the 

true correlation peak and forces 

a signal lift-off (if the signal 

power is higher than the real 

one). The distortion on the 

correlation function induced by 

the spoofed signal can be 

detected by SQM algorithms

Dropping phase. The spoofing signal 

power is sufficiently high to force the 

receiver to stay locked on the counterfeit 

signal, that is delayed in order to introduce 

an error. 



List of Spoofing Countermeasures: 
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Positioning

Receiver Autonomous Integrity 

Monitoring (RAIM)

Integrity Check among Different 

Pseudorange Measurements

Consistency Cross Check with 

Other Navigation Systems

Cross check with IMU solutions,

Cross check with cellular and Wi-Fi 

positioning solutions

Data Bits

Time of Arrival (TOA) Methods Monitoring the bit transition boundaries

Navigation Message Analysis Consistency check among satellites 

navigation messages

Signal 

Processing

Correlation Peak Monitoring Signal Quality Monitoring (SQM), 

Monitoring the distribution of 

correlation peak.

Spatial Discrimination of 

Spoofing  Signals

Antenna Array Processing, Synthetic 

Antenna Arrays

Power Based  Methods C/N0 Monitoring, Absolute Power 

Monitoring, L1/L2 Power level 

Comparison, …
[5] A. Jafarnia-Jahromi, A. Broumandan, J. Nielsen, and G. Lachapelle, “GPS spoofer countermeasure effectiveness based on signal strength, noise power and 
C/N0 observables,” International Journal of Satellite Communications and Networking, vol. 30, no. 4, pp. 181–191, 2012.
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SV #2 SV #1

Spoofer (attacker)

SV #1, 2

Angle of Arrival Defence
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[6] D. Borio and C. Gioia. “A dual-antenna spoofing detection system using GNSS commercial receivers”, in Proc of ION GNSS+ 2015, Tampa, FL, USA,
Sep. 2015, pp.1–6

One of the most effective approaches for spoofing
detection is the so-called Angle-Of-Arrival (AOA)
defence.

Counterfeit signals are assumed to be
broadcast from a single antenna and thus
share a common AOA

Genuine GNSS signals are
transmitted by different satellites
and arrive at the receiver from
different directions.

The AOA of the signals
received depends on the
satellite and receiver relative
position and can be estimated
using an antenna array.



Spoofing Detection – AOA methods

GATEMAN Workshop (8th SID)
© 2018 – GMV, ISMB, TUT. All rights reserved. Licensed to the SESAR Joint Undertaking under conditions.

13

A multi-antenna system can be used to verify if all the signals received share the same AOA

[7] M. L. Psiaki, B. W. O'Hanlon, S. P. Powell, J. A. Bhatti, K. D. Wesson, T. E. Humphreys, A. Schofield, "GNSS spoofing detection using two-antenna 
differential carrier phase", Proceedings of the 27th International Technical Meeting of The Satellite Division of the Institute of Navigation (ION GNSS +), 
pp. 2776-2800, Sep. 2014.

[8] P. Y. Montgomery, T. E. Humphreys, B. M. Ledvina, "Receiver-autonomous spoofing detection: Experimental results of a multi-antenna receiver 
defense against a portable civil GPS spoofer", Proceedings of the International Technical Meeting of The Institute of Navigation, pp. 124-130, Jan. 
2009.

Some approaches for Spoofing detection based on AOA are available in the scientific 
literature [7], [8], but they are:

1. Complex (they require to work with
carrier phase differences);

2. Integer ambiguities needs to be
estimated after forming Single
Differences;

3. The systems developed require
dedicated hardware.
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[9] D. Borio and C. Gioia, “A sum-of-squares approach to GNSS spoofing detection,” IEEE Trans. Aerosp. Electron. Syst., vol. 52, no. 4, pp. 1756–1768, 
Aug. 2016.

In [6],[9] the authors developed a method called sum-of-squares (SoS) detector that:

[6] D. Borio and C. Gioia. “A dual-antenna spoofing detection system using GNSS commercial receivers”, in Proc of ION GNSS+ 2015, Tampa, FL, USA,
Sep. 2015, pp.1–6

1. is based on the computation of 
Double Difference carrier-phase 
measurements;

2. does not require the estimation 
of the integer carrier cycles;

3. does not require dedicated 
hardware;

4. can be suitable for real-time 
applications.

This is the benchmark algorithm for spoofing detection based on AOA defence
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Δ𝜙𝑖 = 𝜙𝑖
 1 − 𝜙𝑖

 2 =  𝑟𝑖
 1 − 𝑟𝑖

 2  + Δ𝑁𝑖 + 𝑐 𝛿𝑇 2 − 𝛿𝑇 1  + Δ𝜀𝑖  

𝑟𝑖
 1 − 𝑟𝑖

 2 = 𝐷cos 𝛼𝑖    

• When two receivers are synchronized, we can use
output data of them to build single carrier phase
differences for each satellite in common view:

Distance among the antennas Angle of arrival

Δ∇𝜑𝑖 =
1

𝜆
 Δ𝜙𝑖 − Δ𝜙𝑗  =

𝐷

𝜆
(cos 𝛼𝑖 − cos 𝛼𝑗  ) + Δ∇𝑁𝑖 + Δ∇𝜀𝑖  

 

 

• The double carrier phase difference (DD) between the i-
th satellite single difference and the j-th satellite single
difference, can be written in terms of unit of cycles as:

(1)

ir
(2)

ir
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 The term of double carrier phase differences
can be used to design a statistical test, formulated on the two
hypotheses:

𝐻0) cos 𝛼𝑖 − cos(𝛼𝑗 ) = 0 ∀(𝑖, 𝑗)

𝐻1) ∃𝑖, 𝑗 ∶  cos 𝛼𝑖 − cos(𝛼𝑗 ) ≠ 0
 

 

      jicos cos

is the null hypothesis
representing the case of
a spoofing attack (same
AOA)

H1 is the alternative
hypothesis which is
chosen under normal
operating condition. According to [6] the Generalized Likelihood Ratio Test (GLRT)

approach is proposed to discriminate between H0 and H1 at
each observation epoch, based on the following test statistic:

ΛSoS  Δ∇𝜑 =  𝜔𝑖 Δ∇𝜑𝑖 − 𝑟𝑜𝑢𝑛𝑑 Δ∇𝜑𝑖  
2

𝐼

𝑖=1
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RESULTS

Spoofing 
attack H0

Normal condition 
H1

There are two-orders of magnitude of difference between H1 and H0 !



The Sum-of-Squares Method
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LIMITATIONS

• Case where the receiver is
simultaneously tracking two subsets of
signals, namely the authentic and the
counterfeit ones.

• In this example the spoofer has
generated counterfeit signals for PRNs
1, 10 and 11

• The SoS detector fails in recognizing
the presence of counterfeit signals!

NEW METHOD BASED ON Dispersion of Double Differences” (D3)



Outline

GATEMAN Workshop (8th SID)
© 2018 – GMV, ISMB, TUT. All rights reserved. Licensed to the SESAR Joint Undertaking under conditions.

19

• GNSS Spoofing:  Real Events and Main Concepts

• Spoofing Detection – Angle of Arrival Defence
o The Sum-of-Squares Method
o The dispersion of the double differences (D3) Method

• Spoofing Direction of Arrival (DoA) Estimation
o A “Precise and Fast” Approach
o Some tests in the lab & Results

• Conclusions



The dispersion of the double differences 
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𝜉 𝑞

32              38     42          47          52

GENERAL CONCEPTS

Double Carrier Phase Differences

Time

2𝜉𝑞

1. It is a modification of SoS
2. In order to take the correct decision, the 

«amount of dispersion» must be quantified:
• Threshold selection, 𝜉𝑞
• It depends on the Signal-to-Noise Ratio

Details available in :

Nguyen V. H., Falco G., Falletti E., Nicola M., A Dual Antenna GNSS Spoofing Detector 
Based on the Dispersion of Double Difference Measurements



The dispersion of the double differences 
(D3): spoofing detection algorithm

GATEMAN Workshop (8th SID)
© 2018 – GMV, ISMB, TUT. All rights reserved. Licensed to the SESAR Joint Undertaking under conditions.

21

KEY ELEMENTS

 , | ,cos( ) cos( ) ,i r FRACT i r q ir

D

i Spoofer

   


   

 



 , | ,cos( ) cos( ) ,l r FRACT l r q lr

D

l Authentic

   


   

 

l

• The fractional DDs associated to the spoofer and the ones related to the true satellites
according to a common satellite r are:


• All the spoofed signals come from the same direction of arrival and their fractional DDs are 

superimposed same mean term      !

• We form the “Regions of Similarity” 𝚺𝑗 = 𝜇𝑗 − 𝜉𝑞,𝑗 , 𝜇𝑗 + 𝜉𝑞,𝑗 , for all sat in tracking (𝑗)

• A spoofing attack is detected when the number of fractional DDs within one of the regions      
𝚺𝑗 is at least 3
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AN EXAMPLE: ‘Mixed’ tracking

“Regions of 
Similarity”

𝚺𝑗

DDs ∈ 𝚺𝑗

#1 2

#2 1

#3 3

Spoofing attack DETECTED!

• The procedure is repeated at regular time interval t
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Method valid for a dual-antenna system:
More antennas => ↓Pfa (probability of false alarm).
Longer baseline => ↓Pfa (probability of false alarm).
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Spoofing detection and signal Direction Finding Logic:

25

Receiver
observables

(carrier phase
measurements)

Continuous
monitoring

D3 monitor

D3 detector: 

Counterfeit
signals?

D3

NO

YES

Signal direction finding

Spoofing
source AOAGATEMAN - TM2 - 26Jul2018  © 2018 – GMV, ISMB, TUT. All rights reserved. Licensed to the SESAR Joint 

Undertaking under conditions.
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[5] A. Jafarnia-Jahromi, A. Broumandan, J. Nielsen, and G. Lachapelle, “GPS spoofer countermeasure effectiveness based on signal strength, noise power and 
C/N0 observables,” International Journal of Satellite Communications and Networking, vol. 30, no. 4, pp. 181–191, 2012.

Spoofer’s Angle of Arrival (AoA) Estimation

Spoofer Mitigation

From Theoretical Point of View…
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• Countermeasure against spoofing
done through direction-of-arrival
(DoA) discrimination

• DoA realized using a rotating GNSS
antenna employing synthetic
aperture processing and an
adaptive beamforming algorithm

It requires a fully SW GNSS
receiver in order to acquire and
track the spoofed signal

It can be viewed as a variant of a
vector tracking receiver (access
to the tracking stage is needed)
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• The paper’s target is the estimation
of the DoA of each satellite in view
(not only the spoofer)

• It exploits the generation of SINGLE
DIFFERENCES of carrier–phase
measurements

• Integer ambiguities need to be
solved before estimating the DoA

This method is suitable to be
used in GATEMAN! (no GNSS
fully SW is necessary)!

Only slight modifications are
needed to estimate the DoA of
the spoofer!
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Principle: resolve the projection of the known antenna baselines onto the 
signal DOA, contained in the single differenced carrier phase observables:

Δ𝜙𝑖 = 𝜙𝑖
RX2

− 𝜙𝑖
RX1

,   i-th satellite

single carrier phase differences for each satellite in common view

Δ𝜙𝑖 = g
12 ,𝑇

⋅ x𝑖 +𝜆Δ𝑁𝑖
 12 

+ Δ𝑏 12 + Δ𝜀𝜙, i-th satellite

single carrier phase differences for each satellite in common view

DOA:
𝐱𝑖 = 𝑥𝑖 , 𝑦𝑖

𝑇 integer ambiguity
unknowns

baseline 1-2
known

clock/cable bias

known after calibration 
(receivers synchronized) 

and removed

carrier SD

measured

other errors random 
uncertanties

Direction finding: “Precise & Fast” Algorithm (PAF)
Adaptation to the GATEMAN context
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Direction finding: “Precise & Fast” Algorithm (PAF)
Adaptation to the GATEMAN context

2. Then resolve using the PAF 
approach

1. Put together:

• SD code range measurements

• SD carrier phase measurements

• Two frequencies (optional)

• Two baselines

Under the hypothesis of single DOA for all the 
signals (i.e., M spoofed signals only)

Δ𝐏1

⋮
Δ𝐏𝑀

Δ𝚽𝑓1
1

⋮
Δ𝚽𝑓1

𝑀

Δ𝚽𝑓2
1

⋮
Δ𝚽𝑓2

𝑀

=

𝐆𝑇

⋮
𝐆𝑇

0

𝐆𝑇

⋮
𝐆𝑇

𝐆𝑇

⋮
𝐆𝑇

𝜆𝑓1
⋱

𝜆𝑓1

0

0

𝜆𝑓2
⋱

𝜆𝑓2

⋅

𝐱
Δ𝑵𝑓1

1

⋮
Δ𝑵𝑓1

𝑀

Δ𝑵𝑓2
1

⋮
Δ𝑵𝑓2

𝑀

+ Δ𝛆 ∈ 𝑅6𝑀×1, subject to x = 1
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In-lab equipment setup

GATEMAN 

prototype

HW equipment setup (on the field)

GNSS satellites

Ant #1

Ant #2

Ant #3

Rx2
(slave)

Rx1 
(dual-rx)
(master)

1PPS

10 
MHz

Atomic 
clock

AoA
Estimation 
algorithm

AoA
Estimation 
algorithm

Atomic 
clock

10 MHz GNSS 
Simulator

Ant#1 Ant#2 Ant#3

Amplifier

10 MHz
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Antenna 1Antenna 3

Antenna 2

1m

30m30 m

1 m

Trajectory 
name

Side Length (l) Turn radius (r) Velocity Starting point

TRJ1 15 km 5 km 250 km/h Starting point 1
TRJ2 30 km 10 km 500 km/h Starting point 2

Antenna positions and simulated aircraft trajectories
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• Effects of the length of the baseline on the Detection algorithm 

Baseline 1 m Baseline 30 m

80

0

20

0

• Effects of the length of the baseline on the AoA algorithm 

1. The SD measurements are affected by a clock bias;
2. The clock bias makes the estimation of the AoA not accurate and such bias needs to be compensated;
3. Even after the estimation of the bias a residual can remain;
4. The bias residual affects more short baselines(1m) than long baselines(30m).
5. In case the clock bias is perfectly compensated or absent (e.g. tests in the lab),there is no difference of 

performance in case of baselines 1m long or 30 m long

Test case Scenario

T
ra

je
ct

o
ry Tracking 

status

DOA 
Availability(1

) (%)

Correct 
detection 
rate(2) (%)

AOA errors (deg)

Mean STD

SPO-TC-
03.2

GP-L1x-JS-
10-

Aemu_02
TRJ2 Complete 66.1 90.5 5.5 8.8

SPO-TC-
03.2b

GP-L1x-JS-
10-

Aemu_02b
TRJ2 Complete 66.1 90.5 5.5 8.8

SPO-TC-
03.2c

GP-L1x-JS-
10-

Aemu_02c
TRJ2 Complete 66.1 91.4 5.7 6.4

Length

Test case
Baseline b1 Baseline b2

SPO-TC-03.2 30 m 1 m
SPO-TC-03.2b 3 m 1 m
SPO-TC-03.2c 5 m 1 m
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Simulated spoofing attacks: jamming +(simplistic) spoofing

120 s 20 s 20 s …

Real signals only
Real+Counterfeit

signals

Same trajectory

Real+Counterfeit
signals

Divergent
trajectories

Jamming 
attack
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Real 
signal 
locked 

Jamming attack

Counterfeit signal 
locked 

jamming +(simplistic) spoofing
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List of test cases

Name Trajectory 
Generated signals 

(real)
Generated signals 

(counterfeit)
Target tracking 

status
GP-L1x-JS-10-

Aemu_00
TRJ1 GPS L1 CA GPS L1 CA Complete

GP-L1x-JS-10-
Aemu_01

TRJ1 GPS L1 CA GPS L1 CA (incomplete) Mixed

GP-L1x-JS-10-
Aemu_02

TRJ2 GPS L1 CA GPS L1 CA Complete

GP-L1x-JS-10-
Aemu_03

TRJ2 GPS L1 CA GPS L1 CA (incomplete) Mixed

GG-L1x-JS-10-
Aemu_00

TRJ1
GPS L1 CA

Galileo E1 B/C
GPS L1 CA Mixed

GG-L1x-JS-10-
Aemu_01

TRJ1
GPS L1 CA

Galileo E1 B/C
Galileo E1 B/C Mixed

GG-L1x-JS-10-
Aemu_02

TRJ2
GPS L1 CA

Galileo E1 B/C
GPS L1 CA Mixed

GG-L1x-JS-10-
Aemu_03

TRJ2
GPS L1 CA

Galileo E1 B/C
Galileo E1 B/C Mixed
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Examples of receiver
outputs
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DOA estimation error statistics

Scenario
Trajectory

type
Tracking

type

DOA 
Availability 

(%)

DOA Error 
[RMSE]
(deg)

Error percentiles (deg)

50th 67th 90th 95th

GP-L1x-JS-10-
Aemu_00

TRJ1 Complete 89.6 10.6 12.3 12.4 12.7 15.5

GP-L1x-JS-10-
Aemu_01

TRJ1 Mixed 83 3.0 2.7 3.1 3.4 5.6

GP-L1x-JS-10-
Aemu_02

TRJ2 Complete 66.1 6.3 7 7 7.1 7.2

GP-L1x-JS-10-
Aemu_03

TRJ2 Mixed 41.3 1.2 1.3 1.4 1.4 1.4

GG-L1x-JS-10-
Aemu_00

TRJ1 Mixed 63.9 5.3 5.5 5.9 7.8 7.9

GG-L1x-JS-10-
Aemu_01

TRJ1 Mixed 42.2 7.5 7.7 7.8 8.4 8.8

GG-L1x-JS-10-
Aemu_02

TRJ2 Mixed 25.7 0.4 0.1 0.1 0.2 0.2

GG-L1x-JS-10-
Aemu_03

TRJ2 Mixed 19.1 3.6 3.6 3.6 3.7 3.7

G
P

S 
o

n
ly

G
P

S 
+ 

G
al

ile
o
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• GNSS Spoofing:  Real Events and Main Concepts

• Spoofing Detection – Angle of Arrival Defence
o The Sum-of-Squares Method
o The dispersion of the double differences (D3) Method

• Spoofing Direction of Arrival (DoA) Estimation
o A “Precise and Fast” Approach
o Some tests in the lab & Results

• Conclusions
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Different speed of the target user (250-500 km/h)

Multi-constellation system (GPS+GALILEO)

The Detection and direction finding algorithm (DDF) has 
been successfully tested in case of:

Simulation of realistic spoofing attacks (jamming+ spoofing)

Mixed or complete spoofed signals

Multi-frequency system (L1+L5)
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